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Introduction

Electronic signatures or e-signatures have gained traction in many businesses and industries.
They provide an efficient means to sign a document without having to wet sign and then mail
the approved document. The amount of time saved is substantial and the risk of misplacing or
losing the document is eliminated.

There are two main types of electronic signatures. The first type utilizes email, phone or some
enterprise identification and some audit trail to verify the signer’s identity. The other type
generates a digital certificate through an additional third-party vendor. The digital certificate is
encrypted in the document and e-signature to authenticate the signer, the time and date of
signing, and the document version. This latter type of e-signature is often referred to as a
digital signature.

This User Guide was created for DGS staff. The DGS enterprise tools for e-Signature is
Adobe.

What type of e-Signature do | need?

Adobe offers various options of e-Signatures that you can use. The first decision to make in
selecting the appropriate option is to decide if there is a need for a digital certificate. Electronic
Signatures that use digital certificates are called digital signatures.

A digital certificate provides a high level of document transaction security and signer
authentication through a third-party vendor, known as a Certificate Authority or CA. The
current technology that can authenticate e-Signatures without the use of a Certificate
Authority is sufficient for most use cases. Digital certificates are rarely needed. When in
doubt, you should confirm with a legal adviser on the need for digital certificates when signing
your documents electronically.

An Options Table that describes the various options in using electronic signatures with Adobe
is available in the e-Signature Tool Kit. There are five options for you to choose from that
do not use a digital certificate. Note that if you need to send documents with Enhanced e-
Signatures or Digital Signatures, you would need to request for user permissions in Adobe
Sign. However, anybody receiving a document to sign need not have special permissions in
Adobe Sign.
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Basic e-Signatures

Basic e-Signatures do not have a digital certificate. It records the name of the signer and the
date the document was signed. There is no definitive way to determine if the document version
is the same version that the signer used to sign because there is no digital certificate stored in
any database for future validation. However, Basic e-Signatures have the ability to lock
changes from being made after a document has been signed.

Basic e-Signatures can be used with any Adobe PDF. The only tools needed are Adobe
Acrobat and email. An e-Signature block is needed to enable e-Signature with some
identification like date signed and email address used. You can also attach an image for a
signature or stamp without any supporting identification. This chapter discusses the various
processes to set up, e-sign, and validate your document.

1. How to add a Basic e-Signature block
Some documents do not have an e-Signature block. Follow these steps on how to add an
Adobe e-signature block to your form. Be sure that the document is unsecured and enables
PDF edits. If it is not enabled for edits, contact the document owner.

1. If you prepared your form in MS Word, convert it to PDF by using the “Save as PDF” in
the drop down. If your form is already in Adobe PDF, proceed to the next step.

Save as type: | PDF (*.pdf)

2. Prepare your form by clicking on the Prepare Form icon in your Adobe menu. The icon
looks like this:

Note: You can find this icon either by selecting Tools
at the top left of your screen as shown below or by
searching for it among the icons found in the side of

D your screen.
File Edit VYiew Plug-lns Window Help

Home Tools std213.pdf (SECUR... X

Prepare Form icon {? C?J E a
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3. We will work with the form example below:

[l Desktop & Mobile Computing Justification Form - Adobe Acrobat Pro DC

File Edit View Plug-lns Window Help

Home Tools Desktop & Mobile ... %

B w ® 8 Q ® 22 R MO ® = B FT B I aD
Deputy Director or Office/Branch Chief

| have reviewed this request for IT products and | concur that this request is for a legitimate business need and t
funds for this request are available in my Division and/or Office/Branch budget.

Deputy Director and/or Office or Branch Chief Date Approved

Print Name legibly:

4. Upon selecting the Prepare Form icon, your screen will look like this:

File Edit View Plug-lns Window Help

Home Tools Desktop & Mobile ... X

W D B Q @ 2 /2 O ® % - ﬁv =2 B ¢ |
Prepare Form NS THHOEFPS@E R @ | A

Deputy Director or Office/Branch Chief

| have reviewed this request for IT products and | concur that this request is for a legitimate busin
funds for this request are available in my Division and/or Office/Branch budget.

Deputy Director and/or Office or Branch Chief Date Approved

Print Name legibly:

5. Select the Add a Digital Signature icon which is highlighted in yellow below for
reference.

e .. X

® Q@ = - R T B 2 &
A T O MO EFSQER®Z@ X O

-~ .. ..4i.. ™. .. & - .. EEE. I L. | -

Fa
M
P
[r=)
o
4
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6. A signature box will attach to your curser. Locate where you want the e-Signature
placed. You can stretch the box to match the signature line. At this point, you also have the
option to rename the Signature field.

File Edit View Plug-Ins Window Help

Home  Tools Desktop & Mobile .. ¥
B w & 8 Q ® 2 /2 QO = - T B I 4
|preparemrm \ S TEHHOEFEDREE 2 0

Deputy Director or Office/Branch Chief

| have reviewed this request for IT products and | concur that this request is for a legitimate busine|
funds for this request are available in my Division and/or Office/Branch budget.

.
Date Approved
Field Name: e or Branch Chief Date Approved
[ |Signature2 |
[ Required field All Properties
14
7. Click on Save on the top left and then Close in the top right as shown below.
‘Fi‘le Edit View Plug-Ins Window Help
Home  Tools Desktop & Mobile ... X n @ A a
w @ B8 Q ® 2 12 Q@ = - - T | B 2 & G B &
| Freparerorm NS THEHOEF®@EE @ O D o)
Deputy Director or Office/Branch Chief 5 - CENTER ;
3
| have reviewed this request for IT products and | concur that this request is for a legitimate business
funds for this request are available in my Division and/or Office/Branch budget. H
MATCH SIZE DISTRIBUTE EE,
Deputy Director and/or Office or Branch Chief Date Approved T8 wvore <
Print Name legibly| FIELDS = %v
N Print Name legibly: N
[ TotalRow4 - 4
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8. Your document is now ready for e-Signature. If you are publishing it on the web or
expect your document to be opened in different browsers, you may need to reader extend and
make it accessible for any PDF reader. Please refer to Section 11 on How to Reader Extend a
PDF.

2. How to configure your Basic e-Signature
Many forms are formatted with e-signature blocks. This enables users to sign electronically
and email it instead of downloading the form, printing it, manually signing it, scanning it, and
then emailing it.

1. Open the document that you need to e-sign. It should have a red banner in the e-
signature field that says SIGN HERE. We will work with the example below:
OFFICE/UNIT BILLING CODE REPORTING STRUCTURE BUDGET YEAR/ENY
SUPERVISOR NAME !,5!.|P'ER".|" SOR.SIGMATURE :D.ﬂ.TE
PROGRAM BUDGET ANALYST E%ﬁm'ﬂ'ﬂﬁﬂf‘r'ﬁﬂﬂﬁ“ﬂ SM=MATURE :I:I.-!-.TE
2. To configure a new e-signature, click on the button as shown highlighted in yellow
below.
Sign with a Digital ID 'Y
Choose the Digital ID that you want to use for signing:
o D Super Supervisor (Digital ID file) View Details
" Issued by: Super Supervisor, Expiras: 2025.03.21

@ ( Configure New Digital ID ) ( Cancel )

3. The following window will pop up. Select the last option Create a new Digital ID and
click Continue.
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Configure a Digital ID for signing b'e

A Digital ID is required to
create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
autharities and are based
on secure devices like smart
card or token. Some are
based on files.

You can also create a new
Digital ID, but they provide
a low level of identity
assurance.

Select the type of Digital ID:

= Use a Signature Creation Device
O E}Q Configure a smart card or token connected to your
computer
Use a Digital ID from a file
O

P‘v@ Import an existing Digital ID that you have
obtained as a file

Create a new Digital ID
o
©  Create your self-signed Digital ID

Cancel Continue

Select Save to File in the next window. Click Continue.

Select the destination of the new Digital ID x

Digital IDs are typically
issued by trusted prowviders
that assure the validity of
the identity.

Self-signed Digital 1D may
not provide the same level
of assurance and may not
be accepted in some use
cases,

Consult with your recipients

if this is an acceptable form
of authentication.

®

Save to File
° | Ry

Save the Digital ID to a fil2 in your computer

Save to Windows Certificate Store

O | Q[E] Save the Digital ID to Windows Certificate Store to
be shared with other applications

fields are pre-filled. Edit the Country/Region, if needed. Click Continue.

Enter your Name and Email Address. Organization fields are optional. The last three
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Create a self-signed Digital ID X
Enter the identity Name Enter Name...
information to be used for
creating the self-signed Organizational Unit Enter Qrganizational Unit...
Digital ID.
Digital IDs that are self- Organization Name Enter Organization Name...
signed by individuals do not
provide the assurance that Email Address Enter Email...
the identity information is
S0Me Use Cases. .
Key Algorithm 2048-bit RSA s
Use Digital ID for Digital Signatures i
°
6. Apply your password and confirm as instructed on the left of your screen. Be sure that
you save your Digital ID in a location known to you.
Save the self-signed Digital ID to a file by

Your Digital 1D will be saved at the following location :
Add a password to protect
the private key of the
Digital ID. You will ne=d this CAUsers\Tpineda\AppData\Roaming\Adobe\Acrobaf\C:
password again to use the
Digital ID fer signing.
Save the Digital ID file in a Apply a password to protect the Digital ID:
known location so that you
can copy or backup it. ‘ |

Confirm the password:

0

7. You now have created an e-signature ready to be used in an e-signature box.
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3. How to sign with Basic e-Signature
Many forms are formatted with e-signature blocks. This enables users to sign electronically
and email it instead of downloading the form, printing it, manually signing it, scanning it, and
then emailing it.

1. Open the document that you need to e-sign. It should have a red banner in the e-
signature field that says SIGN HERE similar with the image below. Select the signature block
you wish to sign.

OFFICE/UNIT BILLING CODE REFORTING STRUCTURE BUDGET YEAR/ENY
SUPERVISOR NAME AMEERNIROR AIGMATHERE ...t sneceneseeneensseessenes  DATE
PROGRAM BUDGET ANALYST '%ﬁm'ﬂ'ﬂﬁﬂﬁ'ﬁﬂﬁﬁ'ST SIGNATURE DATE
2. If you have configured your signature before, your screen will look like this. Select the

signature you want to use and click continue as shown with the highlighted buttons.

Sign with a Digital ID e
Choose the Digital ID that you want to use for signing:
o D Super Supervisor (Digital ID file) View Details

W Issued by: Super Supervisor, Expiras: 2025.03.21

@ ( Configure New Digital D ) ( Cancel )
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You will be prompted to enter your password. Click Sign.

Sign as "Super Supervisor” X

Appearance  Standard Text v

Digitally signed by
SUper Super Supervisor

: « ~r-Date: 2020.04.14
SUpPervIsor 7e o 700

View Certificate Details

Review document content that may affect signing
Enter the Digital ID PIN or Password...

A window with the file name of the document will pop up for you to confirm that that is

the document you want to e-sign. Click Save.

Save As PDF
™ < Documents + ECS * e-Signature w o) Search e-Signature

Organize = Mew folder 0= - o

= Mame Status Date modified

3+ Quick access
OHR109D test.pdf

[ 3/21/2020 1:10 PM
B Desktop OHR109D test].pdf o 3
¥ Downloads 5IMM-T71B-Certification e-sig test.pdf o
£ Documents SIMM-71B-Certification e-sig.pdf 2
i=| Pictures SIMM-71B-Certification,pdf =
@ OneDrive - D
DFC Meeting
To Do's
AEM
e-Signature v £ 5
File name: v
Save as type: | Adobe PDF Files (*.pdf) ~

# Hide Folders Cancel
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You may be asked if you want to replace an existing file with your signature.

*Click Yes if you want to use the same file.”

ChlsersiTpinedatCneDlrive -
DGES\Documents\ECSe-Signature\OHR1080 test1.pdf

The file already exists.
Replace existing file?

Yes Mo

*Your document is now e-signed.”

OFFICE/UNIT BILLING CODE REFORTING STRUCTURE BUDGET YEARJENY
SUPERVISOR NAME SUPERVISOR SIGNATURE DATE
Super SUPETVISOT oot mar esm i
PROGRAM BUDGET AMALYST &RAM BUDGET ANALYST SIGNATURE DATE
-

Click No if you want to save the file with a new name. You will have to do so outside the
e-signature process by saving the file with a new name. Then start all over from Step 1
until 5a using the new file you just created.
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4. How to validate your Basic e-Signature
Let’s assume you received a document e-signed by Super Supervisor. It is important to have
the confidence level that the document you received contains legitimate information and was
signed by the appropriate signer. How can you validate that the person who sent it is Super
Supervisor? Let's use the example below as the signed document sent to you.

1. Click on the signed e-signature line of Super Supervisor.

OFFICE/UNIT BILLING CODE REPORTING STRUCTURE BUDGET YEAR/ENY

SUPERVISOR NAME SUPERVISOR SIGNATURE DATE

Super Supenvisor L ER S s

PROGRAM BUDGET AMNALYST %&M BUDGET ANALYST SIGMNATURE DATE

2. The following window will pop up. Click on View Details as highlighted below.
Sign with a Digital ID ¥
Choose the Digital ID that you want to use for signing:
o D Super Supervisor (Digital ID file) View Details

W Issued by: Super Supervisor, Expires: 2025.03.21

@ ( Configure New Digital ID ) ( Cancel )
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3. The following window will show. Select Signature Properties.

Signature Validation Status

&b Signature is VALID, signed by Super Supervisor <supersupervisor@dgs.ca.gove,
- The decument has not been modified since this signature was applied.
- The decument is signed by the current user.

Signature Properties... Close

4. Select Show Signer’s Certificate in the next window.

Signature Properties b

Signature is VALID, signed by Super Supervisor <super.supervisor@dgs.ca.gov=,
L"o Signing Time: 2020/03,/21 14:28:18 -07'00'

Validity Summary
The decument has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The decument is signed by the current user,
Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2020/03/21 14:28:18 -07'00"

Signer Info
Path validation checks were successful.
Revocation checking is not performed for Certificates that you have directly
trusted.
Show Signer's Certificate..,
Advanced Properties.., Yalidate Signature Close
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5. Inspect the email listed in the Issued by field of the Summary tab as highlighted below.
The email address must match the email address of the sender who sent the document. For

State employee communications, the work email should be used.

the selected entry.

Super Supervisor <super.supe

< >

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

[ Show all certification paths found

Summary Details Revocation Trust  Policies Legal Notice

el

lssued by:  Super Supervisor <super.supervisor@dgs.ca.gov>

Valid from:  2020/03/21 13:28:32 -07'00"
Valid to:  2025/03/21 13:28:32 -07'00"

Super Supervisor <supersupervisor@dgs.ca.govs

Intended usage: Digital Signature

Export...

@ This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done as of 2020/03/22 08:43:40 -07'00"

0K

6. Once you click OK, the e-Signature is validated.
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5. How to identify document changes after a Basic e-Signature

1. Open the document for evaluation. In this example, it shows a green check mark
highlighted in yellow indicating the form was properly signed. Now click on the e-signature

box that is signed.

Home Tools Training Request %

B w &8 Q0 @ 1o

STATE OF CALIFORNLA
TRAINING REQUEST
DAGS CHR L0 (R 12/2019)

o &

SECTION A - EMPLOYEE INFORMATION

r MO
o s

DEPARTMENT OF GENERAL SERVICES

SEE INTRUCTIONS ON PAGE 2

51.7% -

OMice of Human Resonress

LAST NAME FIRST NAME ML AEMS NUMBER FISCAL ID NUMBER
u CLASSIFICATION CEID WIORE EMAIL ADDRESS WORK FHONE NUMBER
SECTION B - COURSE/CONFERENCE IDENTIRCATION
TTTLE AND IDENTIFICATION FPROVIDER
@ ‘SITE STREET ADDRESS T STATE TP CODE
(CLASS START DATE 'CLASS END DATE CLASSTIME TOTAL HOURS
FIRST CHOICE:
/CLASS START DATE 'CLASS END DATE CLASSTIME TOTAL HOURS
SECOND CHONMCE:
TWPE OF SERVICE
Clin sERVICE CIoUT SERVICE
% CATEGORY
408 FEQUIRED [ioe RELATED ] CAREER RELATED [0 UPWARD MOBILITY
[CICONFERENCE/CONVENTION o o TRAINING
o (Pert 1~ niti o [Fart2~ ry 40 haurs)
[CISUPERVISORY (Orgoing|

SECTION C - EXPENSES & JUSTIFICATION

EXPENSE TYPE TOTAL COST (per employee) “TOTAL PAID BY STATE COMMENTS / JUSTIRCATION
Spactly why b egaied.
TUIMON f FEES
BOOK]s| / UFPLIES
TRAVEL f FER DIEM
TOTAL
‘OFACE/UNIT BILLUNG CODE  REFORTING STRUCTURE BUDGET YEAR/ENY
SUPERVISOR NAME SUPERVISOR SIGMATURE DATE
Super Supenvisor gl
PROGRAN! BUDGET ANALYST RS0 oV ARALYST SIGHATURE DaTe
SECTIONE-
TRAIMING COORDINATOR NAME WMMMMME DATE
ACCEPTED CLASS DATE(S) TRAINING COMPLETED? DATE TRAINING CREDIT POSTED
O ves O wo
SECTION F - OFFICE OF FISCAL SERVICES [PSAS USE ONLY)
PROGRAM FUND TITLE TTEM NUMBER CHAFTER STATUTE FISCAL YEAR
Training Pollay and Procedures
(DG: Manual 3sctions 1552 through 1607]
Page |1

L_NONY W
M 4
s | @

v

Ga

"l 4 &

o’
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2. The following window will pop up. You will note the green check mark in the new
window if the form was properly filled. Click Signature Properties.

& Training Request - Adobe Acrobat Fro DC — [}
File Edit View Plug-Ins Window Help

Home  Tools Training Request X

'-ﬂ&‘-}%m@i

T

g

B v ® 8 Q ® @ 1/ A MO @ s @ e &4 =
| Clear  sae

SEE INTRUCTIONS ON PAGE 2

SECTHIN A - EMPLOYEE INFORMATION

LAST NAME FIRST NAME ML AEMS MUMBER FI3CAL ID NUMEER

CLAGSIFICATION [=T) WORK EMAIL ADDRESS WORK FHONE NUMEER

Signature Validation 5tatus

Signature is VALID, signed by Super Supervisor <super.supervisor@dgs.ca.govs.
- The document has not been modified since this signature was applied.
- The document is signed by the current user.

by

Signature Properties... | | Close

SECTIONE-
TRAINING COORTINATOR NAME
ACCEPTED CLASS DATES)
SECT OF FISCAL SERVIC 1
FROGRAM FUND TITLE TEM NUMEER CHAFTER STATUTE FISCAL YEAR
Training Palloy and Proosdures.
DGE Manual 3sctions 1582 Enrough 1607}
Fage |1
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3. The following window will show. Note that the green check mark is also displayed on the
upper left if the form was properly filled indicating everything is validated as successful.

Signature Properties >

Signature is VALID, signed by Super Supervisor <super.supervisor@dgs.ca.govs,

% Signing Time: 2020/04/03 14:530:38 -07'00'

Validity Sumrmary
The decument has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The decument is signed by the current user.
Signing time is from the clock on the signer's computer,

Signature was validated as of the signing time:

2020/04,/03 14:50:58 -07"'00"

Signer Info
Path validation checks were successful,
Revocation checking is not perfformed for Certificates that you have directly
trusted,
Show Signer's Certificate...
Advanced Properties... Validate Signature Close

4. If the document was changed after it was signed, when you open the document, your
screen will have the following message at the top left as highlighted. Click on the
highlighted Signature Panel button to the right.

v ® B8 Q ® 1 /3 A MO ® a= - @

At least one signature requires validating. Please fill out the following

form. CSignaiure Panel) (High

Clear  Sawe

frace o cavomas DEPAETMENT OF GEMERAL SERWICES
TRAINING REQUEST iz of Harran Amcurces

5 iR 10290 R 12/2004]
SEE INTRUCTIONS ON PAGE 2

SECTION A - EMIPLOYEE INFORMATION

LAST HAME FIRET MAME ML AHMS MUMBER FISCAL ID MUMBER
John Dioe: 12345 &TES
CLASSIFICATION Csap 'WIORE EMAIL ADDRESS WORK PHONE NUMBER
IT &peciizt |
SECTION B - COURSE/CONFERENCE IDENTIFICATION
TITLE AND IDENTIFICATION PROVIDER
SITE STREET ADDRESS aTy STATE 2IP CODE
CLASS START DATE CLASE END DATE CLASS TIMAE TOTAL HOURS
FIRST CHOICE:
CLASE START DATE CLASE END DATE CLASE TIRAE TOTAL HOURS
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5. The following screen opens. Be sure to expand the left menu so you see all the notes. The
first highlighted note reminds you that the signing time is from the clock of the signer’s
computer. The next highlighted note is a link that allows you to see the version that was

6.

signed by the computer.

At least one signature requires validating. Please fill out the following
form.

Signatures X
[:=] - WValidate All

e &a Rew. 1: Signed by Super Supervisor <super.supervisor@dgs.ca.gov:

Signature validity is unknown:
Signature not yet verified

Signer's identity has not yet been verified

RO OB ® F

Signing time is from the clock on the signer's computer.

Signature is LTV enabled

N

3 Signature Details
Last Checked: Mever

&

Field: OfficeSupervisorSignature on page 1
Click to view this version

v == Unsigned Signature Fields
== OfficeChiefSignature on page 1

== IrainingCoordinatorSignature on page 1

Signature Panel

Ffal'lﬁ’almm
TRASNING REQUEST
a3 (R 1 3H0AS)

SECTRON A - EMPLOYEE BMFORMATION

LAST AN FIFST BAN
ohn Dos
CLASIRCATION

T Spsciie |

SECTROIM B - COURSECONSEREMCE IDEN]
TITIE AND IDENTIFCATION

SITE STRETT ADCRISS

CLASE START DATE
FIRST (QE0NCT-
CLASE START DATE
SECORD: CHORCE-
JHPLOF SERVICE
O seeacE

I ol ool oo

o
o
5
|
=

Oion eEounern OiounraT
APPUES TOW ARDS
[ CONSTRECT CORVERTION
OSUPERYEDRY Part 1- intial &0 bour
DRV ECRY iongsra
SECTRON C - EXPENSES & WUSTIFICATION
DPENSE TRT TOTAL 05T ipie

TUITIH § FIES

BODGS) § SUPPLES
TRANTL / FER DM

TOTAL
SECTHON [ - OFFICE IDENTIFCATION & Al
CETILAMIT

SLPERVISDR MANI

FRCHGAAM BLTGET ANALTST

If the link is clicked, the screen will display the version that was signed as shown below.

Note that the Classification field was edited from IT Associate to IT Specialist | after the

document was signed.

TATE ©F CALIFORNIA
TRAIMING REQUEST
DOGE OHR LSO (Rew 13/ 2019
SEE INTRUCTIONS ON PAGE 2

SECTION A - EMPLOYEE INFORMATION

LAST NAME FIRST HAME ML ABME NUMBER

DEPARTMENT OF GEMERAL SERVICES
Office of Humnan R roes

FISCAL ID MUMBEER
John Doz 12345 ETE3

CLASZIFICATION CBID WORK EMAIL ADDREES WORK PHONE NUMBER
IT Associaie
SECTION B - COURSE/ CONFERENCE IDENTIRCATION
TITLE ANDH IDENTIFICATION PROMVIDER
SIME STREET ADDRESS Oy STATE ZF CODE
CLASS START DATE ICLASE EMD DATE CLASS TIME TOTAL HOURS
FIRST CHOICE:
CLAES START DATE CLASE EMD DATE CLASS TIME TOTALHOURS
SECOND CHOME:
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What is a digital certificate?

An e-Signature with digital certificate requires additional passwords and authentication
processes. Certificates contain a private key and a public key provided by a third vendor. The
private key is seen and used only by the signer. The public key is what Adobe will use to
validate the signature. The information stored by the private key and the information stored by
the public key must match up. These digital certificates are an additional purchase to the e-
Signature tool license.

A copy of the digital certificate is stored in a database and can be accessed as needed. Some
details of the certificate are included in the e-Signature.

Sample of e-Signature with digital certificate:

Digitally signed by Lisa Jones
. CM: cn=Lisa Jones. o=Kahil Coffee
L J Company, cu=Marksting,
I S a 0 n eS email=lisaiikahili.com, c=US
Reasan: | have reviewed this document.
Date: 2008.028.07 09:52:53 -07'00"
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Tips
1. How to merge files in one PDF file

When an Approver is signing once for many files, it is recommended to order the files and
merged them into one PDF file, if possible. This will help to ensure the integrity of the approval.
If a digital certificate is created, it will certify that all contents in the merged PDF file have been
approved and have not been altered after signing.

1. Save all non-PDF file formats (MS Word, Excel, Power Point, Visio, JPEG, etc.) to PDF.
Collect all the PDF files that will be merged into a folder.

2. Open Your Adobe Acrobat application. If you have the following icon on your desktop,
click it. You can also open your first PDF file to be merged.

2

Adobe
Acrobat e

3. When a window opens, be sure to have the Tools tab located on your upper left screen
(see highlighted tab) selected. Then select Combine Files as shown highlighted.
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B8 Adobe Acrobat Pro DC
File Edit View Plug-lns Window Help

Home  Tools

Q bear[h tools

Create & Edit

L >

Create PDF Combine Files

Share & Review

Share Send for Comments

Ezap

Forms & Signatures
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(open [

Comment
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Page 23 of 30



e-Signature User Guide

4. Follow the instructions, drag and drop the PDF files that you have prepared. Try to
locate them left to right in the order that the files should be read. When all files have been
imported, click Combine.

B :dobe Acrobat Pro DC m}

File Edit WView Plug-lns Window Help

Home  Tools 23 A &
| combine s [ Ade Fes. - = o D

EE-}

"0 &

DGS Accep....pdf DGSExpect....pdf
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5. Click on the icon for Organize Pages by either clicking on the Tools tab or in the list of

icons on the right side of your screen.

Organize Pages icon:

File Edit View Plug-Ins Window Help

Home Tools Binder1.pdf x

*$EQ®@1HS k@@@sz.g%v...

CALIFORNIA DEPARTHENT OF
DES GFENFRA| SFRVICFS INFORMATION TECHNOLOGY MEMORANDUM

Information Security Policy (ISP-01] Issued by [Policy Owner): Andrew Sturmfels,
Revision of I5P-01: Acceptable Use Policy Previous Version Approved: August 31, 2013
Effective Dates |5 /1707 Signature: «’?.)ﬂ.r/’ =

1. Acceptable Use Policy

All Department of General Services (DG5) personnel shall access and use state information assetsin a
responsible, ethical and legal manner that safeguards state information assets.

11 Intreduction and Overview
State information assets (including but not limited to DGS state information assets, laptops, cell
phones and removable storage devices) are strategic assets intended for official business use, and
are entrusted to personnel in the performance of their job-related duties.
Inappropriate use of state information assets could negatively affect the confidentiality, integrity, or
availability of the information, information systems, or other state information assats.
Additionally, the appropriate use of state information assets benefits the state and DGS by
strengthening the protection of DGS and its personnel and business partners from illegal or
potentially damaging activities.

12. Objectives

This policy defines and establishes the requirements for the appropriate use and safeguarding of
state information assets.

2. Ownership of Information

21 Stete information assets in hard copy fermat, and that are electronically created, sent, received,
processed or stored on state information assets owned, leased, administered, or otherwise under the
custody and control of DGS are the property of the state. Any information not specifically identified
as the property of other parties and that is transmitted, processed or stored on DGS and business
partner [T facilities and resources [including e-mail, messages and files) is the property of DES.

2.2 Individual access and use of state information assets is neither personal nor private. As such, DGS
management reserves the right to moniter and/or log all employee use of state information assets
wiith or without prior notice.

3. Scope and Applicability

31 The scope of this policy extends to all state information assets owned or opersted by DGS and to
all personnel authorized to use these assets.

Page 25 of 30



e-Signature User Guide

6. A window will open showing individual pages of the whole merged file. Check that the
pages are all in the correct order. If not, drag the pages to their proper order. Click on Close on
your upper right screen as shown highlighted.

File Edit View Plug-Ins Window Help
Home Tools Binder1.pdf x ﬂ @ ._‘ A
VAN S @ 17 A M O @ e~ - A E L%
Organize Pages 1 - 0O Q @ ,@Eztract I:%Insert' 49 Replace ===
Ll
= R T N— e E
—— e ] -
| — e . B
Emma CEesmammmm e
-#ﬁm -m :_-—:-:_;--u—— -
R e —
1 2 3
"Emm‘“ @
BT e s L
" EEsTTITETTImE
7. Finally, be sure to save your new merged PDF file with an appropriate file name.

2. How to check if your file was formatted with Adobe Designer

Document changes or fill in data should be done before e-signing a document. There are two
different Adobe Applications used to create PDF documents. The more common type is the
PDF created or edited with Adobe Acrobat Pro or DC. Both can use original files that were
converted from other applications such as Word, Excel, and others which can save a file as a
PDF. However, there are some PDFs built with Adobe Designer.

1. You can check which file format was used for the PDF by opening the file in Adobe and
clicking on File and then Properties as shown below.
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STD213 - Copy.pdf - Adobe Acrobat Pro DC
File Edit View Plug-Ins Window Help

Home Tools

Training Request STD213 - Copy.pdf X

B v ®&® B Q AN U B ORC)

Reset Form ‘ |

Print Form | SCOID:
STATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

— O s
L _ORY W _
0%« e e a B 2

TANDARD AGREEMENT

STD 213 (Rev. 03/2019)

AGREEMENT NUMEER

PURCHASING AUTHORITY NUMBER (If Applicable)

1. This Agreement is entered into between the Contracting Agency and the Contractor named below:

CONTRACTING AGENCY NAME

CONTRACTOR NAME

2. The term of this Agreement is:

START DATE

THROUGH END DATE

3. The maximum ameount of this Agreement is:
L4 thshsgsfgjsg

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a part of the Agreement.

Exhibits Title Pages
Exhibit A Scope of Work

Exhibit B Budget Detail and Payment Provisions

Exhibit C* |General Terms and Conditions

+

Iterns shown with an asterisk (%), are hereby incorporated by reference and made part of this agreement as if attached hereto.

These docurnents can be viewed at https:/www.dgs.ca.gov/OLS5/Resources

IN WITNESS WHEREQF, THIS AGREEMENT HAS BEEN EXECUTED BY THE PARTIES HERETO.

CONTRACTOR

CONTRACTOR NAME (if other than an individual, state whether a corporation, partmership, eftc.)
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2. After selecting Properties, a new window will show. Look at the Application as
highlighted below. The example below was formatted with Adobe Designer.

Document Properties

Description

Description  Security Fonts  Initial View Custom Advanced

File: 5TD213 - Copy.pdf

Advanced

Help

PDF Producer
PDF Versicn:
Location:

File Size:
Page Size:

Tagged PDF:

Title: [Standard Agreement
Author: [FMC
Subject: [STD 213 Standard Agreement
Keywords:

Created: 3/30/2020 10:51:18 AM
Modified:  4/3/2020 3:44:17 PM

Application: Designer 6.1

Designer 6.1

1.7 (Acrobat 8.x)

C\Users\ Tpineda\Desktop\temp'testing’,
42,07 KB (43,080 Bytes)

8.50x 11.00 in Mumber of Pages:

Mo Fast Web View:

Additional Metadata...

When a PDF is formatted with Adobe Designer, there are settings that can lock the section of
the form above a signature line when it is e-signed. If these settings were activated, the
sections above the signature line cannot be edited after e-signing. Note: STD and DGS forms
that contain e-Signature boxes and are formatted in Adobe Designer were configured to

disable editing sections above a signature line after e-signing.

However, if the PDF was formatted with Adobe Acrobat Pro or DC, it is possible that no
configuration was done to disable editing sections above a signature line after e-signing.

Refer to the section on how to identify if a PDF document was changed after e-Signature.
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e-Signature User Guide

Saving your document as Reader Extended allows the user to fill out those areas you have
designated fillable such as radio buttons, signatures, etc. regardless which PDF reader is

being used.
1. Click on File in the menu bar and hover your mouse to Save as Other and then Reader
Extended PDF.
BB Edit View Window Help
E Open... Ctrl+Q (%
E.a Reopen PDFs from last session
Open Recent Eile L
f"ﬁ Create L
STATH
_ = TA
S = e 21
Save As... Shift+Ctrl+S 1. This
Save as Other ' Reduced Size PDF...
e Certified PDF...
Export To L
E Erir‘lt Ctr|+P thlleEd PDF...
2. You want to click on the Enable More Tools in the 3™ slide tab which opens.

Beduced 5ize PDF...
Certified PDF...
Reader Extended PDF L

Uptimized FUF...

A NAME

Enable Commenting & Measuring...
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3. A pop-up opens explaining what will happen when you save this the document. Click
on Save Now.

Enable Usage Rights in Adobe Acrobat Reader x

The following features will become available for this document when opened inthe | |
free Adobe Acrobat Reader. e

- Save form data (for a fillable POF form only)
- Sign an existing signature field

Mote: Security permissions already existing on this document cnly allow signing
existing signature fields. Once Reader Enabled, certain functions, such as editing i
document content or inserting and deleting pages, will also be restricted.

Cancel
4. A new window now opens asking you to save the file. You will be allowed to do the
following:
a. You can overwrite your existing file
b. Save the file as a different name
File name: | 5TD213 reader extended. pdf ”
Save as type: | Acrobat PDF Files (*.pdf) W
e Folders Cancel
5. The file is now saved as a Reader Extended PDF.
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